rd Gorilla

A password manager coded in Tcl/Tk



tion related aspects

t ,Password Gorilla”
e Maintaining the sources

e Development tools

e Getting Feedback



K related aspects

'S gettext utility

ging the OSX port
e Critcl v3: Speeding up the encryption algorithms

e Unit-tests with fcltest

e Documentation with Ashok Nadkarni's Ruff



Features

» Cross-platform password manager

»  Copy-paste service

Integrated random password generator

»  Cross-platform: Linux, FreeBSD, Windows and MacOS X

»  Compatibility to actual Password Safe 3.2 databases

» SHA256 protection for the master password

Content encryption with Bruce Schneier’s Twofish algorithm

Prevention of brute force attacks by key stretching.

» |ntegration of a hypertext help system

» | ocalization support

»  Starpack versions for Linux, Windows, OSX

Dependency for use with sources: Tk 8.5



n related aspects



Password Gorilla - fhome/dia/Projekte/git/gorilla/sources/.. /unit-tests/testdb.psafe3

Datenbank Bearbeiten Datensatz Sicherheit Hilfe

+ @/home/dia/Projekte/git/gorilla/sources/../unit-tests/testdb.psafe3
+ @Shopping .
- @Forums & password Gorilla - C:\Dokumente und Einstellungen\dia\Eigene Dateien

BForum 1 [George
[ ge] Fle Edt Logn Security Help

BForum 2 [John]
- oGames = @C:\Dokumente und Einstellungen'dia\Eigene Dateien' testdb psafe3
BGamel [Chr|5] = {:-Shﬂl)ping
= CForums

BGame?2 [Peter]
BREADME [Ben] BForum 1 [George]
BForum 2 [John]
= ¢ Games
BGamel [Chris]
BGame2 [Peter]
BEREADME [Ben]

800

¥ & /Users/zdia/qgorillatest/testdb.psafe3
¥ O 5hopping
¥ O Forums
EForum 1 [George]
BForum 2 [John)
v OoGames
BCamel [Chris]
ECame?2 [Peter]
EREADME forever [Ben)

Password Gorilla - fUsers/zdia/gorillatest/testdb.psafe3




Uber Password Gorilla

Password Gorilla 1.5.:

Gorilla schutzt |hre Passworter u
Ilhnen, sie mit Pwsafe 3.2 kompe
Datenbanken zu verwalten.

© 2004-2009 Frank Pillhofer

© 2010-2012 Zbigniew Diaczyszyn and
© 2010-2012 Richard Ellis

https:/github.com/zdia/gorilla

Mitarbeiter

= Das Gorilla lcon wurde erstellt von Andrew
+ Deutsche Ubersetzung von Zbigniew Diac
* Russische Ubersetzung von Evgenii Terech
« Italienische Ubersetzung wvon Marco Ciamg
+ Franzdsische Ubersetzung von Benoit Merd
+ Spanische Ubersetzung von Juan Roldan F

Using C sha256 extension.

Lizenz \ SchlieR

AboutDialog

0 Password Gorilla

Password Gorilla 1.5.3.¢

Gorilla will protect your passwords and hel
you to manage them with a pwsafe 3.2
compatible database

2004-2009 Frank Pillhafer

2010-2012 Zhigniew Diaczyszyn and
2010-2012 Richard Ellis

https: /github. comizdialgorilla

Contributors

+ Gorilla arbwork contributed by Andrews J. Snieze
« German translation by Zbigniew Diaczyszyn

+ Hussian translation by Evgenii Terechkoy

+ ltalian translation by Marco Clampa

+ French translation by Benoit Mercier

+ Spanish translation by Juan Roldan Ruiz

Using C shaZik extension.

License ‘ Close

Password Gorilla 1.5.3.6

FopHnnNa 3aWnTHT BallW MNApond M NOMOMET YNPAENATE MK
nocpencteoM B, coemMecTimMon ¢ pwsafe 3.2
& 2004-2003 Frank Pillhofer

@ 2010-2012 Zbigniew Diaczyszyn and
i 2010-2012 Richard Ellis

https:/github.com/zdiafgorilla

KoHTDHOBIOTOPLI

» Gorilla artwork contributed by Andrew J. Sniezek.
= German translation by Zbigniew Diaczyszyn

= Russian translation by Evgenii Terechkowv

» Italian translation by Marco Ciampa

» $pasuyzcknid nepeeoa: Benoit Mercier

« Mcnaxcknid nepeeoa; Juan Roldan Ruiz

Using C sha256 extension.

[ NuueHzva |




placed by Ttk widgets
¢ msgcat mechanism added

e Translation into German language
e Richard Ellis (2010)

e |Improving constantly code, adding various modules



ub Server
Download area

Wiki (Textile)
Automatic code tarballs
Social coding

Issue management

g the sources




opment Tools

(Tcl/Tk)

pletion/snippets
e Symbol lists (for code navigation)
e Simple project management

e Plugin interface (see Plugins)

e Tkcon
e Console access to live running PWGorilla process

e Edit command to inspect/change procedures or variables

e Source and change the running system in real time
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Statistics: platform dependency

Total PWGorilla lines of code: 9,088
out of the above:

Linux specific lines: 5 0.05% oftotal (1)
Windows specificlines: 12 0.13% oftotal (2)
MacOSX specific lines: 109 1.19% of total (3)

Total platform specific:. 126 1.39% of total

(1) X11 clipboard selection

(2) alternative for /dev/urandom; samba mount bug;
clipboard select;

(3) scrollbar, menubar, autopath, menu shortcuts, About
menu, mouse-button, event loop issues, path issues, file

preselection, open browser »



iIng feedback

Editor's Opinion

Password Gorilla - a powerful and highly efficient way in which
you can securely store all of your login credentials. This
versatile and easy to use piece of software is an excellent tool

for any computer user that wants to secure all of their accounts.

12
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tion with gettext

mplate:
-kmc -o gorilla.pot -L Tcl gorilla.tcl ?...?

Result in file gorilla.pot.

#: ../../sources/gorilla.tcl: 193
#, tcl-format

msgid "Need %s"

msgstr ""

14



)n with gettext

puts [ mc "Need %s" $file] source code

¢t -kmc -0 gorilla.pot -L Tcl gorilla.tcl

msgid "Need %s"

gorilla.pot

15



ting locale .po file

msgld "Need %s" gori”a_pot
Text editor
msgid "Need %s" de.po
"D Ak (1) ]

16



Getting de.msg file

>_po with new gorilla.pot:
ng>.po --backup=simple gorilla.pot”

cl *.msg language file:
msgfmt --tcl -I<lang> -d <path-to-msgs-dir> <lang>.po
(lang = en, de, fr, ru ...)

Result in file de.msg:

::msgcat::mcset de "Need %s" "Ben\u00f6tige %s"
.:msgcat::mcset de "File" "Datenbank"

17



msgid "Need %s"

BRI \ViIOIE B = A2 B AY 2§ B

.:msgcat.:mcset de "Need %s" "Benotige %s"
.:msgcat.:mcset de "File" "Datenbank"

tting de.msgq file

de.po

msgfmt --tcl -lde -d <path-to-msgs-dir> de.po

de.msg

18



weaking .msg files

tostr } {

ng $fromstr $tostr

Use the created dictionary to build the final de.msg:

mcmset de {
{Need %s} {Bendtige %s}
File Datenbank

19



iIng .msg files
dict lappend msgdata $lang $fromstr Stostr

de.conv
-

20



Gettext: Editor poedit

Poedit : /fhome/dia/Projekte/git/gorilla/utilities/gettext/de.po
Datei Bearbeiten Katalog Ansicht Lesezeichen Hilfe

B Q

Originalzeichenkette Ubersetzung

Table of Contents
Need %s Bendtige %s

The Password Gorilla requires the \"%s\" packa... Password Gorilla bendtigt das \"%s\" Paket. Dies sc..

Meed [Incr Tcl] Bendtige [Incr Tcl]

The Password Gorilla requires the [incr Tcl] add-.. Password Gorilla benétigt das [incr Tcl] Paket. Bitte...

MNeed PWSafe Bendtige PWSafe

The Password Gorilla requires the \"pwsafe\" pa... Password Gorilla benétigt das <pwsafe> Paket. Die..

Welcome to the Password Gorilla. Hallo bei Password Gorilla
File Datenbank
Mew Meu
Open Offnen
Merge Mischen
Save Speichern
Save As Speichern als
Export Exportieren
Import Importieren
Preferences Einstellungen
Fxit Reenden
Using %s sha256 extension.

99 % Ubersetzt, 321 Zeichenketten (0 unklar, 0 unglltig, 2 nicht lbersetzt)

21



The Hypertext Help System

Table of Contents
= Using Password Gorilla
Starting
Choosing a Master Password
-~ Organization Into Groups
Moving Groups and/or Logins

- Einstellungen
General Preferences
— Database Default Preferences
Export Preferences
Datenbank Einstellungen
Ansicht
Launch Browser
Keyboard Shortcuts
The "V3" Database Format
Data Import
- DB Merging
Performing a Merge
Resolving Merge Conflicts
= Risks
The Software ltself
System Failure
Other Users on a Shared Computer |/

Hilfe +00E

Logins

Groups can contain any number of logins. To add a new
login, right-click on a group, and choose the Add Login
option, or select Login -= Add Login from the pull down
menu. Adding a login via the pulldown menu when an
existing login is selected will result in the new login
defaulting to initially being added to the same group as
the selected login. To edit an existing login, right-click on
a login, and select the Edit Login option. (Macintosh users,
hold down the Control key, and click on a group name.)

The following information is managed for each login:
Group
The name of the group to which this login belongs.
The names of hierarchical groups are concatenated,
separated by a dot. A login can be moved to a

different group by editing this field.

Title

Thea lanAmin'e Fitles e clhmmn im Flha saain acindson cn Flhoat

SchlieBen
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Help system text example

title: Logins

Groups can contain any number of logins. To add a new login, right-
click on a group, and choose the "Add Login" option, or select
"Login" -> "Add Login" from the pull down menu. [...]

The following information is managed for each login:
HlGrouplll

| The name of the group to which this login belongs. The names of
hierarchical groups are concatenated, separated by a dot. A login
can be moved to a different group by editing this field.

23



Help System

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

$::gorillaDir

%
|||||||||||||||||||||
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st: Final Test Run

PASSED
PASSED
PASSED

+ csv-import.test-1.13 PASSED

++++ csv-import.test-1.1 PASSED

++++ csv-import.test-2.1 PASSED

++++ csv-import.test-2.2 PASSED

++++ csv-import.test-2.3 PASSED

++++ csv-export.test-1.0 PASSED

++++ |ock-database-1.1 PASSED

++++ backup-1.1 PASSED

++++ backup-1.2 PASSED

RunAllTests.tcl: Total 20 Passed 20 Skipped 0 FailedO

25



e Help System

a text widget

2d paragraph with mark ,,|*:




ext: Creating Help.pot

CEOERIRES

call hypertext system >

set line [mc $line]

-

pot-string

Redefined
mcunknown

27



gettext. mcunknown

n {locale src_string} {

src_string\"\nmsgstr \"\"\n"

# msgid $src_string

# msgstr
if { $src_string ne " } { puts $output $poStr }
return $src_string

28



Gettext: Italian Help Text

Table of Contents

- Usare Password Gorilla

Scelta di una password generale
- Organizzazione in gruppi
Spostare gruppi e/o login
Login
— Preferenze
Preferenze generali
— Preferenze predefinite archivi
Esporta le preferenze
Preferenze archivi
Schermo
Avvio del browser
Scorciatoie da tastiera
Il formato archivio "V3"
Importazione dati
+ Fusione archivi
Esecuzione di una fusione
Risoluzione conflitti di fusione
= Rischi
Il software in se
Guasto del sistema
Altri utenti in un computer condiviso

Hilfe

AvVvio

All'avvio, Password Gorilla mostra la finestra di dialogo
Apri archivio password. Essa mostra |'elenco dei file di
archivi password usati pit recentemente, e quindi
permette di sceglierne semplicemente uno, chiedendo
successivamente la corrispondente password. Una volta
selezionato il file e inserita correttamente la password
principale, I'archivio password viene aperto, mostrandone
i contenuti.

Per creare un nuovo archivio password vuoto, fare clic sul
pulsante Nuovo nella finestra di dialogo Apri archivio
password. Verra richiesta una password generale iniziale
per il nuovo archivio password. In alternativa & possibile
creare un nuovo archivio password anche andando sul
menu File e selezionando Nuovo ....

Indice - Cerca - Precedente - Successivo - Cronologia -
Indietro

SchlielBen




O o M

Camera Car Home Contacts Custom

Locale
Dev Tools Email Gallery Gestures

Builder
Messaging Music PasswdSafe Password

Gorilla

(1)

https://github.com/zdia/gorilla/wiki/Gorilla-for-Android



Path: /sdcard

Select a task: gorillagui.hcl
tclkit
Term.apk
gorillatest.hcl
testdb.psafe3
gorilla.hcl
pwsafe-v3.hcl
pwsafe-db.hcl

jtcl.jar

Hecl.jar

{ You have pressed option: exit ]

tmp

.android _secure




tent Listing

dassword Gorilic

testdb.psafe3

group1/

group2/ % ﬁ] @ 8:25 am

Fasswora Gorillc JI1BW LdldDadSEe

login

testdb.psafe3/group1/
login2 loginA
login3

loginB

loginC



puts [hget $foo a]
hset $foo ¢ 2
puts [hget $foo c]

oo [hash {a b c d}]

cl-like Syntax

notation:

reezing" }
array or dict)
# prints 'b'

# prints '2'

33



Ul Code Example

w $context]

TICAL

outparams -new { \
_PARENT WRAP_CONTENT}]

set tv [textview -new $context -text {Hello World} \
-layoutparams $layoutparams]

$layout addview $tv
[activity] setcontentview $layout

34



command java

iInteger

oHexString(2048) );

ecl> set hex [integer toHexString 2048]
800

# int decimalNumber = Integer.parselnt(800, 16);

hecl> integer parseint "800" 16
2048

35



n for EuroTcl 2012

36



app-gorilla/is linked to:

37



e First line in application:

38



xecutables (3)




Bundle Structure

bundle gorilla.zip




The OSX Menus




. The About Dialog

Manage the menu entry:




. The File Dialog

not allow

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
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ons with CriTcl

led Runtime In Tcl):

lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll
N

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Use it to build extension package sha256c:

Get help:

https://github.com/jcw/critcl/blob/master/embedded/wwwi/toc.htm ,


https://github.com/jcw/critcl/blob/master/embedded/www/toc.html

CriTcl created libraries:




on Generator Ruff!:

rmatter) v0.4
arni
[ruff_home

e Generation by runtime introspection
e Comment analysis



Gorilla documentation

de for option --sourcedoc:

ren :: |
:document_namespaces html $nslist \

_output gorilladoc.html \
-recurse true

Runtime generation:

gorilla --sourcedoc



ent Analysis (Sample)

{dir locale} {

module.

cale for msgcat and loads the appropriate
age file into the namespace ::Help. [...]

&
# dir - the directory in which the file help.txt is searched for
# locale - the locale according to the resource file .gorillarc

#



Ruff!: Html Output

TreeNodePopup ReadHelpFiles

TreecheSeIectl Help, Top
TreeNodeSelectionChangggitiates the Viewhelp module. It sets the language locale for msgcat and loads the
TryResizeFromPreference gppropriate language file into the namespace ::Help. Then it looks in the passed
UpdétEME”U directory for the manual contained in the "help.txt" file. The text is split into
uerg!ﬂnCallbaCk section according to the "title:" markers. Then the sections are passed to AddPage
versionDownload to populate the ::Help::pages() array with all help pages. Finally BuildTOC

VEFS?DHGE’E constructs the TOC.
versionlsNewer

versionLookup
ViewEntry
ViewEntryShowPWHelper
ViewLogin Parameters
XSelectionHandler

::gorilla::LoginDialog dir the directory in which the file help.txt is searched for
Commands

AddLogin locale | the locale according to the resource file .gorillarc
build-gui-callbacks
BuildLoginDialog
calculateWraplength
convert_map
DestroylLoginDialog
EditLogin
get-pvns-from-toplevel
info

K

ReadHelpFiles dir locale

Description

Initiates the Viewhelp module. It sets the language locale for msgcat and loads the
appropriate language file into the namespace ::Help. Then it looks in the passed
directory for the manual contained in the "help.txt" file. The text is split into
section according to the "title:" markers. Then the sections are passed to AddPage
to populate the ::Help::pages() array with all help pages. Finally BuildTOC
constructs the TOC.




urce code integration

e option:

ST 1 means:

ase dialog and load testdb.psafe3
rray set ::DEBUG { TCLTEST 1 TEST 1 }

After general and GUI initialization:

if { $::DEBUG(TCLTEST) }{
set argv ™"
source [file join $::gorillaDir .. unit-tests RunAllTests.tcl]

}

50



-- CcSv-import
-- csv-import.test
-- Import11.csv
-- Import110.csv
-- Import17.csv
-- lock-database
-- lock.test
“-- testdb.psafe3

51



: RunAllTests.tcl

2

e actual working directory

le dirname [file normalize [info script]]]
;# caller environment will be used
st::verbose { pass }

foreach testFile $testList {
source $testFile

}

tcltest::.cleanupTests ;# will give the results and exit

52



Single Test

Error} \

PORT) 1 }\
: unknown.csv } \
-cleanup { set ::DEBUG(CSVIMPORT) 0 }\
-result GORILLA OPENERROR

53



based on Tcl Wiki 1194 and Tile
y 2007)
pages

e Simple wiki formatting:
e Nested numeric, bullet and dash lists
e Bold, italic and unformatted text

e Table of Contents
e Adapted for PWGorilla with msgcat support and Ttk widgets

54
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